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INTRODUCTION 
In the wake of their third Joint Declaration, signed in 
January 2023, the European Union (EU) and the North 
Atlantic Treaty Organization (NATO) confirmed that 
they have ‘reached tangible results in countering hy-
brid threats’ while aiming to take their ‘partnership to 
the next level on the basis of long-standing coopera-
tion’ (1). The ongoing war in Ukraine illustrates the fact 
that hybrid threats have become an integral part of 
contemporary warfare, which increasingly combines 
conventional and unconventional tools of interference 
with lethal effects. There is not one commonly agreed 
definition of hybrid threats and the main responsi-
bility to address them lies with the targeted country. 
However, this does not stop the EU and NATO from 
combining their capabilities and expertise to devel-
op, adapt and tailor their tools to help their Member 
States and partners address an evolving range of hy-
brid threats. 

Summary 

 › The effective countering of hybrid threats 
is a common concern for the EU and NATO, 
including in the Western Balkans. 

 › While the EU’s and NATO’s mandates and 
toolkits differ, their presence and inter-
vention in the region is complementary 
and rooted in close cooperation.

 › The Western Balkans are increasingly tar-
geted by hybrid attacks, in particular for-
eign interference and disinformation cam-
paigns. This could exacerbate tensions in a 
continent already exposed to the destabi-
lising effects of the war in Ukraine.  

 › Contrary to other foreign actors seeking 
to gain leverage in the region, Russia’s 
role transcends the political and economic 
sphere and presents the greatest external 
peril to the Euro-Atlantic integration of 
the Western Balkans.

 › Going forward, as certain Western Balkan 
countries are NATO allies and several are 
candidates for both EU and NATO member-
ship, systematic and structural initiatives 
to fight hybrid actions are critical not only 
for European and transatlantic, but also 
transnational security.
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The European Centre of Excellence (CoE) for 
Countering Hybrid Threats, operating under the aus-
pices of both EU and NATO members, defines the 
term ‘hybrid threat’ as ‘an action conducted by state 
or non-state actors whose goal is to undermine or 
harm a target by influencing its decision-making at 
the local, regional, state or institutional level’ (2). The 
CoE has identified 13 domains, including the political, 
military, economic and information realms, where 
hybrid actions take place, using a broad range of tac-
tics which are designed to make it difficult to detect 
and attribute the attacks with absolute certainty. The 
purpose is to blur the lines between legal and illegal, 
internal and external factors by combining conven-
tional and unconventional means of interference. 

Hence, the effective countering of hybrid threats re-
mains a common concern for both organisations 
which dedicate increasing and targeted resources to 
the issue across various regions (3), including in the 
Western Balkans (4). Due to the ambiguous nature of 
hybrid conflicts and the lower costs compared to con-
ventional warfare, both the EU and NATO recognise 
the need to constantly adapt their policies and instru-
ments and adopt a whole-of-society approach when 
deterring, detecting and countering hybrid attacks. 
Therefore, the EU’s and NATO’s ‘concerted approach 
on security and stability in the Western Balkans’ (5) has 
been a strategic objective for both actors throughout 
the last three decades. 

Despite these efforts, numerous reports indicate that 
the Western Balkans are being particularly targeted 
by foreign interference and disinformation campaigns 
through hybrid attacks (6). This Brief first examines 
which prominent hybrid threats are destabilising the 
region, and the EU’s and NATO’s approaches. It then 
analyses how cooperation between the two organisa-
tions fosters stability in the region and suggests how 
Europe can further enhance its resilience and deter-
rence capacities.

DISRUPTIVE EFFECTS OF 
HYBRID THREATS IN THE 
WESTERN BALKANS 

A region under attack
In the Western Balkans, several countries such as 
China, Türkiye and some Gulf countries are increas-
ingly pursuing influence operations through building 
economic interdependencies or investing in media or-
ganisations or critical infrastructure. Yet, Russia re-
mains the leading actor, and does not shy away from 

overt interference in a broad range of sectors. These 
efforts undermine the capacity of some Western 
Balkan countries to pursue closer European or trans-
atlantic ties. By mounting hybrid operations in the 
region, the Kremlin also attempts to ‘steer Western 
focus away from [other] disturbing actions else-
where’, such as Russia’s protracted conflict in Georgia 
or unprovoked war in Ukraine. 

The energy dependence of the Western Balkan coun-
tries is one of their major vulnerabilities reflect-
ing asymmetric power relationships, and one that 
the Kremlin is keen to exploit. Control of the energy 
supply has also provided Russia, which is now using 
south-eastern Europe instead of Ukraine as a tran-
sit route for its energy exports, especially gas, with 
significant economic and political leverage. However, 
Russia also invests in many other sectors in the re-
gion. For example, Russia’s extensive investments in 
the retail sector in Montenegro demonstrate the con-
siderable presence of Russian capital in the country, 
leading to growing economic interdependence, a situ-
ation that Russia tends to exploit for purposes of eco-
nomic coercion as part of a hybrid warfare strategy (7). 
On top of this, Russia does not hesitate to exacerbate 
domestic conflicts, and provide political and financial 
support, for example, to the Serbian entity Republika 
Srpska in Bosnia and Herzegovina (8). 

Hence, the lines between influence operations and 
hybrid attacks remain fragile, exploitable and often 
blurred (9), and deserve the close attention of both the 
EU and NATO, as their reach is not limited by physical 
borders. Furthermore, the region struggles with inter-
nal quarrels and grievances such as the Serbia-Kosovo 
licence plate dispute (10), ongoing battles over ethnic, 
cultural or religious differences, and political insta-
bility within countries. This allows hybrid attacks to 
thrive on fertile soil and exacerbates existing domes-
tic vulnerabilities, including governance deficits and 
societal divisions. 

Moreover, in recent years, information manipulation 
and partnerships with local media have become in-
creasingly prominent within hybrid campaigns led 
by the Kremlin in the region. Some key anti-Western 
narratives (or pro-Russian ones) have continued to 
play a disruptive role in the Western Balkans’ pub-
lic spheres, as part of Russia’s efforts to undermine 
the credibility of the EU and NATO in the region. Two 
commonly used albeit contradictory narratives have 
been disseminated in the region over the years: ‘the 
EU is hegemonic’ and ‘the EU is weak’ (11). Other re-
cent and recurring narratives propagated by Russian 
state-linked outlets claim that ‘having NATO in 
Kosovo is a risk for the population as the West is ex-
pert in creating conflict’ (12) or that ‘the West is us-
ing Kosovo to break Serbia’s ties with Russia and 
China’ (13). Those creating or amplifying such manipu-
lated narratives know how to exploit their target au-
diences’ vulnerabilities and adapt their messages for 
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maximum impact. This further erodes citizens’ trust 
in the so-called Western institutions and can be ob-
served in the relatively low or fluctuating support for 
EU or NATO membership, or the reluctance to align 
with their foreign policies (14). 

The Open Society Institute’s Media Literacy Index 
shows that one of the reasons why the Western Balkan 
countries are vulnerable to information manipulation 
is their comparably low capacity to detect and coun-
ter disinformation through political and media lit-
eracy, national education and media freedom. Out of 
41 European countries ranked in the Media Literacy 
Index 2022 (15) the Western Balkan countries, particu-
larly Albania, Bosnia and Herzegovina, Montenegro, 
North Macedonia and Serbia, are identified as having 
the lowest potential to withstand the negative impact 
of manipulated information. In Serbia, for example, 
where Euronews has signed a deal to launch Euronews 
Serbia with Serbian media group HD-WIN, owned 
by telecoms operator Telekom Srbija (16), researchers 
have drawn attention to the risk that news may be 
presented with a pro-government spin, which may 
encourage anti-Western attitudes (17). Since disinfor-
mation in the Western Balkans has become commer-
cialised and lucrative, economic interests also sustain 
these activities (18). 

The need to foster a culture of independent journal-
ism and media pluralism in the region continues to 
be an important focus for EU-NATO cooperation. 
Both organisations have adopted a more concerted 
approach since 2016 to assist in building resilience 
against foreign interference and manipulation. While 
bringing together both toolboxes remains a challenge, 
it is a necessary next step to reach a new level of part-
nership as devised in the third Joint Declaration. This 
is even more timely, when the European NATO pillar 
is expanding with the memberships of Finland and 
Sweden, and as both organisations’ interests increas-
ingly overlap, including in countering hybrid threats.

The involvement of third actors like Russia and 
China in the region and its consequences, has also 
been a key factor in the EU and NATO moving for-
ward with their enhanced cooperation in the Western 
Balkans. While China is increasingly assertive in the 
economic sphere and exploits structural and finan-
cial weaknesses by creating financial dependencies, 
Russia’s role transcends both the political and eco-
nomic sphere. Playing on its cultural and religious 
ties within the region, Russia has chosen the tactic of 
a ‘unified form of nationalism underpinned by an im-
perialistic vision of uniting Slavic and Orthodox peo-
ple’ (19). This approach presents the greatest peril for 
the Euro-Atlantic integration of the region, provid-
ing potential for Russia to exert power and influence, 
mostly over Serbia, Montenegro, Republika Srpska in 
Bosnia and Herzegovina, or Northern Kosovo — home 
of the Kosovar Serbs (20). 

The EU’s and NATO’s approach
Since 2016, NATO allies may invoke Article 5 (21) of the 
North Atlantic Treaty to address hybrid attacks on any 
NATO member. They have set up counter-hybrid sup-
port teams which help allies prepare against and re-
spond to hybrid actions. Furthermore, NATO’s hybrid 
analysis branch aims to improve situational aware-
ness and analyse rising threats on a systematic basis, 
a view shared by the EU. Therefore, EU-NATO coordi-
nation to address hybrid threats has been strengthen-
ing since the first Joint Declaration in 2016, where 20 
common measures out of 74 were dedicated to coun-
tering hybrid threats. In addition, as some Western 
Balkan countries are NATO allies and several are 
candidates for both EU and NATO membership, sys-
tematic and structural initiatives to fight hybrid ac-
tions undermining the perception of the EU and NATO 
in the region are critical not only for European and 
transatlantic, but also transnational security. 

Western Balkan views towards  EU and NATO memberships
2020−2022, % of respondents

Data: Balkan Barometer 2016−2022; IRI reports 2020, 2022
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While the EU’s and NATO’s mandates and toolkits dif-
fer, their presence in the region is complementary and 
rooted in close cooperation (22). Interventions in Bosnia 
and Herzegovina are an example of the ‘single set of 
forces’ principle between the EU and NATO, show-
casing both actors’ practical cooperation. Recently 
renewed for another 12 months, EU military opera-
tion Althea has been deployed following the departure 
of NATO’s peacekeeping mission and demonstrates 
complementary roles and adaptation within the in-
ternational community. The NATO forward presence 
in Bosnia and Herzegovina is also essential, espe-
cially when it comes to military and cybersecurity 
training exercises. NATO and the EU both use these 
as tools to engage with civil society and policymakers 
on the ground and build up their level of engagement 
in various initiatives (23). This increase in operational 

cooperation has led to the creation of permanent mil-
itary liaisons in both organisations to facilitate future 
cooperation (24). Moreover, in Kosovo, NATO’s KFOR 
mission also plays an essential role in maintaining 
regional peace and security, together with the EU’s 
EULEX mission. 

The enhanced cooperation between the EU and NATO 
in the region has created closer ties, allowed for more 
systematic exchanges of information and good prac-
tices and contributed to stronger, tangible actions 
in the field to build resilience. The EU and NATO 
have thus developed strategies for countering hybrid 
threats specifically tailored to the Western Balkans (25). 
These range from concerted messaging to political and 
military cooperation on the ground and EU staff par-
ticipating in NATO Euro-Atlantic Disaster Response 

Comprehensive framework assessing  EU-NATO cooperation on hybrid threats  in the NATO Progress Reports

CoE: European Centre of Excellence; EP: European Parliament; HFC: Hybrid Fusion Cell; IEA: Information Environment Assessment 
Data: A new framework assessment based on Seven NATO Progress reports (2017 – 2022); Clingendael, ‘Countering hybrid threats’, 2021
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Coordination Centre (EADRCC) exercises in Serbia or 
North Macedonia (26). Thanks to these initiatives, both 
organisations now have a better understanding of 
the nature of the threats and threat actors, and their 
views have further converged (27). 

The EU and NATO are both very active in strategic com-
munication, whether on the political or operational 
level (28), especially when countering disinformation in 
the region. For example, the European External Action 
Service set up the Strategic Communication Western 
Balkans Task Force in 2017 which closely cooperates 
with NATO. Cooperation in this domain has intensified 
since Russia’s full-scale invasion of Ukraine in early 
2022, during which time Russia has drastically in-
creased information manipulation. Despite enhanced 
efforts, the differing or often unfavourable perception 
of both actors in the region remains an obstacle to 
fully interoperable EU-NATO cooperation, especially 
in Serbia and Bosnia and Herzegovina. While both the 
EU and NATO have increased their funding and work-
force to debunk falsehoods and develop narratives 
highlighting the benefits they can bring to the region, 
there is a different historical legacy and societal per-
ception of their roles in the region. 

The EU and NATO have an important role to play 
in terms of building resilience, specifically in the 
Western Balkans where this is needed. At the 
inter-institutional level, staff-to-staff talks between 
both organisations have intensified and remain a use-
ful tool when cooperating at the political level is not 
possible. Staff exchanges and activities such as work-
shops and cross-briefings, the EU-NATO Resilience 
Workshop or the NATO-hosted workshop on 5G net-
works and foreign direct investment (29) have contrib-
uted to fostering common situational awareness on 
hybrid threats. An important milestone was reached in 
2020 when NATO international staff were included in 
the International Cooperation Space on the EU’s Rapid 
Alert System (30), which is also a helpful tool to increase 
awareness on hybrid threats in the Western Balkans. 

However, a critical issue limiting deeper EU-NATO 
cooperation in countering hybrid threats and infor-
mation sharing, remains the organisations’ divergent 
membership base and their respective limited man-
dates. Although there is a substantial overlap – with 
21 ‘double-hatted’ countries (31) – some EU countries 
are not NATO members and vice versa. As tackling 
hybrid threats is neither a purely military or civil-
ian, political or economic endeavour, a joint frame-
work providing for common situational awareness 
would prove useful in the region, emphasising calls 
for a whole-of-society approach and mobilising both 
organisations’ toolboxes to bolster cooperation and 
elevating it to a new level. Nevertheless, there is cur-
rently no joint EU-NATO threat assessment (32), which 
would facilitate a common awareness of potential ris-
ing hybrid threats and allow for better and more syn-
chronised responses from the EU and NATO.

EU – NATO COOPERATION 
TO ENHANCE STABILITY IN 
THE WESTERN BALKANS 

Implications for the role 
of the EU and NATO
Often referred to as Europe’s ‘soft underbelly (33), the 
Western Balkans could turn into a new source of un-
rest in a continent already unsettled by the outbreak 
of the war in Ukraine. Against this backdrop, the EU 
and NATO may need to strengthen their coordinated 
involvement in a more systematic and institutional-
ised way. The war in Ukraine has relaunched ques-
tions about the future of Euro-Atlantic integration (34).

First, several security-related policies and com-
munications have enabled the EU and NATO to ad-
dress hybrid threats at policymaking level in both EU 
and NATO Member States. Most recently, in the EU 
Security Union Strategy for the years 2020-2025 (35), 
the EU has laid out a toolbox to ensure security not 
only in the physical but also in the digital ecosystem. 
In the fourth progress report on the implementation 
of the EU Security Union Strategy (36), foreign infor-
mation manipulation and interference (FIMI) have 
received special attention due to the barrage of FIMI 
activities linked to Russia’s illegal war in Ukraine. 
In the Strategic Compass for Security and Defence (37) 
adopted in March 2022, the development of a broader 
EU Hybrid Toolbox was set as one of the important 
deliverables, to provide ‘a framework for a coordinat-
ed response to hybrid campaigns affecting the EU and 
its Member States and should comprise for instance 
preventive, cooperative, stabilisation, restrictive and 
recovery measures, as well as strengthen solidarity 
and mutual assistance’. While other objectives of the 
Strategic Compass include strengthening the ability to 
detect, identify and analyse hybrid threats, the central 
role given to the Single Intelligence Analysis Capacity 
and the creation of EU hybrid rapid response teams is 
instrumental in achieving these goals in supporting 
countering hybrid threats within Member States and 
partner countries, such as the Western Balkans. 

Hybrid threats present a salient example of how ex-
ploiting vulnerabilities through various hybrid tools 
of interference in one country can have a direct im-
pact on the security of others, regardless of national 
borders, thus becoming transnational threats. This 
is due to the interconnections and interdependencies 
of critical infrastructures, digital systems and public 
spheres. This negative spill-over effect across coun-
tries and regions continues to drive wedges within the 
international community and makes it difficult to at-
tribute responsibility, as malign actors may attempt 
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to deflect blame and avoid being labelled as the sole 
illegitimate aggressor in the conflict, using a spec-
trum of hybrid tools. 

Second, numerous initiatives, such as joint training 
programmes for local media to counter disinforma-
tion and FIMI, require a formal request from the af-
fected country. In this context, the negative percep-
tions of the EU and of NATO represent a concern for 
both organisations, especially in Serbia and Bosnia 
and Herzegovina, not least because of local and FIMI 
campaigns against both organisations. This phenom-
enon became evident during the pandemic, with 
Russia and China’s ‘vaccine diplomacy’ (38) used visibly 
to strengthen their geopolitical 
standing in the region to the detri-
ment of Western countries. 
Furthermore, unlike Albania, 
Montenegro, and North Macedonia, 
Serbia and Bosnia and Herzegovina 
have not joined the EU in imposing 
economic sanctions against Russia 
over its invasion of Ukraine. This 
further emphasises the cleavages 
between pro-Western and 
pro-Russian narratives. However, it 
also provides an opportunity for the 
EU and NATO to counter disinfor-
mation through investments in 
public campaigns highlighting their 
accomplishments. 

Finally, strategic partnerships and 
engagement with prospective can-
didate countries are key instru-
ments for the EU and NATO to keep 
building stronger relations in the 
region. However, the long road to 
membership and the lack of major 
breakthroughs in the last couple of 
decades has led to ‘enlargement fa-
tigue’. This adversely affects both 
organisations’ credentials as vital 
partners in the region to the benefit 
of other foreign actors. The Western 
Balkans are sensitive to prom-
ises from the West and close part-
ners, which often are not fulfilled 
in a timely manner. Indeed, one of 
the most effective ways of counter-
ing domestic and foreign actors is ‘to match words 
with deeds’. This is especially necessary since the 
Covid-19 pandemic, during which foreign actors were 
quick to exploit the EU’s and NATO’s limited presence 
in the region and spread disinformation about the 
Euro-Atlantic commitment to the Western Balkans. 
Going forward, the EU and NATO need to re-engage 
with key stakeholders on the ground to foster closer 
ties and gain a better understanding of the evolving 
information environment and how to best counter 
hybrid threats. 

A European way forward enhancing 
resilience and deterrence 
Europe is at a crossroads with a full-scale war taking 
place on its doorstep. Enhancing resilience, defence 
and deterrence is among the most critical priorities in 
today’s type of warfare. Furthermore, to successfully 
counter malign interference attempting to weaken 
the EU and NATO allies’ capacities and credibility in 
the Western Balkans, both organisations aim to pre-
sent themselves as viable alternatives and security 
providers to other external players. Also, both or-
ganisations seem increasingly willing to further in-

tegrate the Western Balkans within 
their structures. For example, North 
Macedonia and Albania started EU 
accession talks in July 2022 and 
Bosnia and Herzegovina was grant-
ed EU candidate status in December 
2022. Furthermore, broader inte-
gration is also encouraged by the 
current security instability and the 
Balkan countries’ geographic, his-
torical, economic and political expo-
sure to Russia and to manipulation 
by other threat actors. The ambigu-
ous nature of hybrid attacks requires 
a wide set of tools to find a tailored 
approach. Gradually combining EU 
and NATO instruments within their 
mandates may make it possible for 
the two organisations to coordinate 
their efforts to detect, prevent, de-
ter or counter hybrid threats in the 
most effective manner. 

First, a coordinated EU-NATO re-
sponse needs to be supported by 
shared situational awareness and a 
concerted approach to detect com-
mon threats and develop focused 
strategies to counter them, pro-
actively prevent and deter, or sys-
tematically build resilience against 
them. Initiatives such as more joint 
projects and training exercises on 
the ground could further strengthen 
EU-NATO cooperation in the region. 
However, considering the growing 

divergences between countries, a one-size-fits-all 
approach to the region does not seem as most ef-
fective. A tailored approach with specific respons-
es to hybrid threats adapted to each country seems 
more promising to foster EU-NATO cooperation in 
the region.

Second, both organisations would benefit from hav-
ing their affirmative narratives amplified by lo-
cal actors to enhance credibility and trust. This may 
reinforce the Western Balkans’ desire and efforts to 

Mentions of  Western Balkans  
In the hybrid threats section of NATO 
Progress Reports

Data: Seven NATO Progress  Reports (2017 – 2022)

1st Report Commitment to a message of 
unity of coordinated strategic 
communication in Western 
Balkans and eastern partners

3rd Report Enhanced strategic 
communication to cover activities 
and scope for further cooperation 
in the East, the South and the 
Western Balkans

5th Report No mention

7th Report No mention

2nd ReportContinued consultation on 
strategic communication support 

for Ukraine, Bosnia and 
Herzegovina, the Republic of 

Moldova and Georgia

4th ReportContinued strategic 
communication to cover activities 
and scope for further cooperation 

in the East, the South and the 
Western Balkans

EU StratCom Task Force East 
cooperation with Riga NATO 

StratCom CoE on foreign 
information manipulation (focus 

on Russia) & intensified 
cooperation in the eastern 

neighbourhood 
EU staff participated in NATO 

EADRCC exercise in Serbia

6th ReportEU included in the planning of 
the NATO EADRCC field exercise 

in North Macedonia

MENTIONS OF 
WESTERN BALKANS 
In the hybrid threats section of NATO Progress Reports
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comply with accession criteria, which could counter-
balance enlargement fatigue and possibly re-engage 
the Western Balkans in a more dynamic way, focus-
ing on rule-of-law and governance reforms within 
the countries. One of the problematic issues, how-
ever, is Serbia’s and Bosnia and Herzegovina’s reluc-
tance to align their foreign policies with those of the 
EU, as illustrated by their refusal to impose sanctions 
against Russia. 

Third, maintaining a tailored coordinated approach 
also makes a difference when assessing the ef-
fectiveness of EU-NATO cooperation on the secu-
rity front. The systematic adaptation of the EU and 
NATO’s postures is necessary to avert destabilisa-
tion in the Western Balkans. The decision to extend 
EUFOR Althea’s mandate and double its size has reas-
sured the international community and shown where 
the EU’s and NATO’s priorities lie. NATO’s comple-
mentary efforts in Bosnia and Herzegovina are also 
encouraging, mainly the adoption of a ‘new defence 
capacity-building package’. Furthermore, closing the 
gaps between NATO’s and Bosnia and Herzegovina’s 
standards by increasing military engagement and the 
adoption of transatlantic values in the country is cru-
cial for the region, whose stability depends on Bosnia 
and Herzegovina’s situation (39). Therefore, ‘political 
and military engagement leading to EU and possi-
bly NATO membership for Bosnia and Herzegovina, 
will contribute to securing the Eastern flank of the 
Alliance’ (40). 

Fourth, to counter FIMI and support independent and 
investigative media, the EU could provide more train-
ing courses, funding and help coordinating media and 
digital literacy efforts with local governments and 
civil society organisations across the region. One way 
to do it could be to engage Western Balkan countries 
more deeply in initiatives such as the European Digital 
Media Observatory, European media literacy weeks or 
the European Democracy Action Plan. On top of im-
proving the image of the EU in the region, it could 
lead to more transparent media practices and owner-
ship and help limit foreign and political influence.

Finally, there remains a high degree of polarisa-
tion within and between Western Balkan countries. 
Efforts through the European Political Community 
or the EU’s Global Gateway investment initiative (41) 
may help strengthen cooperation between the EU and 
the Western Balkans. Nevertheless, there is a grow-
ing need to address the potential overhaul of existing 
mechanisms, including provision of assistance and 
capabilities to the region, enhanced through politi-
cal support, to demonstrate that the experience with 
Ukraine has proved instructive and may also be ex-
tended to the Western Balkans. On its side, NATO 
might envision revising its engagement programmes 
in Bosnia and Herzegovina, Montenegro, North 
Macedonia and Serbia, to ‘standardise its approach 
while [tailoring] its activities in each nation’ (42). It 

could aim at providing more coherent and effective 
paths to its partners aspiring for NATO membership 
or, as a first step, strengthen their partnerships with 
the Alliance (43). 

CONCLUSION
The Western Balkans are of strategic importance to 
the EU and NATO who continue to join forces to help 
stabilise the region and counter rising hybrid threats. 
Since Russia’s full-scale invasion of Ukraine, both 
foreign and local actors have continued to try hard to 
amplify anti-Western and pro-Russian sentiments in 
the region. 

The EU and NATO have been increasingly engaged in 
the Western Balkans for the last 30 years and have 
sought to develop a tailored approach to the region, 
including in countering hybrid threats. Although their 
cooperation and respective capacities have grown, 
some domains would benefit from an intensified, 
more coordinated and targeted approach to bring their 
partnership to the next level. This is especially the 
case when it comes to establishing a common situ-
ational awareness and concerted responses and alerts 
to malign activities in the region. Furthermore, as 
both organisations’ respective mandates do not nec-
essarily overlap, which allows for complementary ap-
proaches, it also makes it harder to fully engage with 
each other. A necessary step to successfully operate in 
grey areas such as hybrid threats, would be to enhance 
the sharing mechanisms of their respective toolkits 
to further increase interoperability. In addition, both 
organisations could engage more on joint exercises 
and simulations in all the Western Balkan countries 
by using forums such as the Hybrid CoE. 

Going forward, the EU and NATO will need to fur-
ther improve their image in the region and regain 
control of more affirmative messaging showcasing 
the valuable strides both organisations have made. 
Enlargement fatigue and economic, political, and 
other dependencies on third actors such as China and 
Russia need to be mitigated in a timely manner. The 
EU and NATO could play a critical role in facilitat-
ing necessary transformations and enhancing critical 
capabilities. Their political roadmap and third Joint 
Declaration present an opportunity to further define 
and strengthen EU-NATO cooperation in the Western 
Balkans. This is essential to effectively counter hybrid 
threats not only within the region, but also to prevent 
potential negative spill-over effects on EU and NATO 
security due to increasingly more interconnected crit-
ical infrastructures, public spheres, and geopolitical 
interests.
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