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INTRODUCTION

In 2019 and 2020, the European Union®, the United
Kingdom @ and the United States® issued strategy
papers on data governance acknowledging the im-
portance of data to their economic development and
national security. With different emphases, four
competing objectives dominate these data strategies:
innovation (using data to create new business models
and boost economic growth); security (ensuring that
sensitive data is not used by a hostile foreign power);
privacy (protecting citizens from abusive use of per-
sonal data); and surveillance (using data to monitor
and control citizens’ and companies’ behaviour).

In the past two years, China has been defining its
own data strategy and governance regime and, while
juggling the same four competing objectives as its
Western counterparts, is taking an innovative ap-
proach. While the specific data governance framework
is still being debated among scholars, policymakers,
industrial lobbyists and state institutions, local pilot
regulations on data and stakeholders’ public posi-
tions have already hinted at its future characteristics.

This Brief aims to shed light on these debates over
China’s emerging data governance framework. It
starts by describing the objectives of the framework,
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Summary

China’s data strategy creates risks of abu-
sive data collection on EU nationals and
companies and challenges the European
Union’s strong emphasis on individual data
rights. China’s data governance frame-
work also entails a risk of deepening data
protectionism, where countries hold on to
their data resources and do not share them
with foreign actors.

As for other ‘factors of production’, such
as land, labour and capital, China has em-
barked on a process of carefully defining
property rights for data; these rights de-
pend on the type of stakeholder, the pur-
pose of usage and a granular categorisation
of data types.

China’s data governance framework, as
discussed by policymakers and illus-
trated in local pilot schemes, emphasises
corporate data rights and state-led data
collection.
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then summarises the debates around the new data
rights that Chinese policymakers are establishing and
analyses China’s first local pilot regulations defining
those rights. The Brief then focuses specifically on
health data to illustrate how China’s
data governance regime is designed
to work. Finally, the Brief gives an
overview of the challenges that
China’s data governance framework
presents for EU governments and
companies. Ultimately, China’s data
governance regime will have impor-
tant implications for the protection
of EU citizens’ data and creates a
risk of data protectionism. It is
therefore crucial that the EU under-
stands early enough the direction that China is tak-
ing, so that it can respond appropriately.

UNLEASHING THE
POTENTIAL OF DATA
RESOURCES

As in many countries, the objectives of China’s
data governance policy have been evolving rapidly.
Originally more concerned with data security and us-
ing data as a tool for surveillance and control, the
Chinese government has in the past five years built
a comprehensive data privacy protection regime and
established a strategy to create a data market encour-
aging innovation and digital economic growth.

The Chinese government has long pursued a
security-centred approach to data. Soon after the
country opened up to the internet in the 1990s, the
government took drastic steps to control access to the
Net with its infamous ‘Great Firewall’. In subsequent
decades, protecting the country’s cyber infrastruc-
ture and preventing cyberattacks and data leaks have
become key goals of China’s data governance system,
with regulations such as the 2017 Cybersecurity Law
and the 2021 Data Security Law.

Gaining an in-depth knowledge of its population for
governance purposes has also long been part of the
Chinese government’s strategy. The digital policing
‘Golden Shield’ project, started in 1998 and oper-
ated by the Ministry of Public Security, included the
establishment of a centralised criminal information
system. A police data system known as the Integrated
Joint Operations Platform later became infamous for
its role in mass surveillance and human rights viola-
tions in Xinjiang.

hina’s data
governance
regime will
have important
implications for
the protection of
EU citizens’ data.

The objective of protecting individuals’ privacy, by
comparison, made its appearance more recently. It
was only in 2018 that China, following in the EU’s
footsteps and responding to citizens’ concerns, start-
ed to put in place a systematic le-
gal framework protecting data pri-
vacy, with the Personal Information
Security Specification ® (a revised
version of which was released in
2020) and the flurry of personal
information protection regulations
that followed, culminating in the
Personal Information Protection
Law® issued in August 2021.

The push to develop the digital
economy has also started to be integrated into China’s
data governance framework in the past five years. In
2015, the State Council issued the Outline of Actions to
Promote Big Data Development®, and the 13th five-year
plan® issued in 2016 dedicated a whole chapter to the
national big data development strategy. Encouraging
the digital economy is important to the Chinese gov-
ernment for two reasons. First, China lags behind
Western countries in smart manufacturing and in-
dustrial digitalisation. China, for instance, spends
about six times less on IT as a proportion of gross
domestic product (GDP) than the United States and
three times less than Germany®. China’s manufac-
turing is still largely low-tech, low-skilled and based
on cheap labour, and data is seen as crucial to in-
novation and economic upgrading. Second, China’s
fast-growing e-commerce market is exceptionally
strong, accounting for about 45 % of global transac-
tions in that sector®, and Chinese leaders want to
capitalise on that strength.

To unleash the potential of data resources, the
Chinese government has embarked on an unprec-
edented approach with regard to data governance. In
October 2019, the Fourth Plenary Session of the 19th
Central Committee of the Communist Party charac-
terised data as a ‘factor of production’ #9. This rec-
ognition paved the way for discussions about how to
create a state-led data market, which would boost
the digital economy by reducing transaction costs
and allowing a smoother circulation of data. In 2020,
an important State Council policy announced more
market-oriented allocation of factors of production,
including data®v.

Such a legal regime would have to balance the inter-
ests of three different stakeholders. Businesses, on
one side of the triangle, are seeking easy collection
of personal data; cheap, legal and fast access to data-
bases with accurate data; and protection of their data
from the government’s reach. They also seek oppor-
tunities to exchange data with other businesses and
to monetise data, low compliance costs for storing
and using databases, and the right to analyse and use



data to enhance their business models. On another
side of the triangle, individuals want restrictions on
data collection to better protect their privacy, and
they need guarantees that the data that companies
and governments hold on them will not be used to
harm or control them. On the third side of the trian-
gle, various government agencies, as in many coun-
tries around the world, are pushing for increasing
data collection on the population so that they can
better oversee and control citizens’ and companies’
behaviour. Governments also seek to arbitrate be-
tween corporate and individuals’ interests “2,

WHO WILL OWN
CHINAS DATA?

A data market, like other sectors of the Chinese econ-
omy, is understood in a very specific way: under
China’s ‘socialist market economy’ #®, the govern-
ment has a significant role in defining rights and
rules but recognises that letting players freely inter-
act within this state-defined framework is most ef-
ficient. With this in mind, Chinese policymakers are
now starting to call for a legal system that creates
and defines data property rights, thus allowing data
to become a tradable commodity that can be bought
and sold on data trading platforms.

Creating a data ownership regime
is controversial. Data has unique
properties that make such an en-
deavour difficult: unlike tangible
goods, data can be reproduced and
disseminated at will. A creative and
original effort, which is often the
legal prerequisite for an object to
be recognised as 'intellectual prop-
erty', is not necessarily required to
assemble a database. After years of heated discus-
sions, the United States and the EU have not yet cre-
ated such a data ownership regime. While proponents
of the idea argue that it would create incentives to
generate and share data, critics contend that it would
stifle the growth of the digital economy, hinder the
movement of data and accelerate data monopolisa-
tion (a process whereby a company acquires a domi-
nant position across multiple sectors as a result of its
capacity to hoard data on a very large scale) 4.

hinese

The topic is also contentious within China. As it is a
technical issue on which legislation is still in the early
stages, there is room for public discussion and disa-
greement, which have been expressed openly in aca-
demic and news articles. But there has been, over the
past two years, consistent and high-level support for
introducing data property rights. The 14th five-year

policymakers are
now starting to call
for a legal system that
creates and defines
data property rights.
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plan released in March 2021 - a high-level roadmap
of the country’s development covering 2021-2025 -
called for ‘establishing and improving data proper-
ty rights transactions’ ®. The ninth meeting of the
Central Finance and Economics Committee in March
2021 once again called for ‘strengthening the con-
struction of the data property rights system’ (1,

Defining data ownership rights, according to pro-
ponents of this legislative effort, would have sev-
eral benefits. It would encourage the circulation and
sharing of data and help eliminate barriers to data
usage. Companies would not be afraid to share data
if they knew property over it was protected by law
from appropriation and abusive copy. In addition,
it would lead to a better distribution of wealth and
benefits derived from data usage, by enabling the es-
tablishment of a taxation system based on data as-
sets, for example. It could also break down natural
data monopolies and ensure fair market competition
by allowing smaller players to monetise their data
rather than losing it, or to buy data they need from
tech giants.

Although China’s data ownership regime is still in its
early stages, discussions among scholars, speeches
by policymakers and local legislation hint at what it
could look like. Most commentators agree that a data
ownership regime should allow for non-exclusivity
and multistakeholder joint ownership, with differ-
ent data subjects and data processors exercising dif-
ferent rights over data according to
their role in generating, maintain-
ing and using it.

Under this framework, individuals
have been granted substantive pro-
tection from harmful corporate data
practices, with privacy provisions
very similar to the EU’s general data
protection regulation (GDPR). But
Chinese experts and policymak-
ers also advocate a business-minded framework in
which data ownership rights sensu stricto would be re-
served to large databases held by businesses and not
extended to individuals’ personal data. This would
mean that individuals would not be able to monetise
or derive income from their personal information,
but they would enjoy ‘negative rights’, for example
the rights to refuse to grant authorisation to use their
information, to delete it, to access it or to rectify it.

By contrast, enterprises collecting data would enjoy
the rights to manage, use and derive income from
the data they held - under certain conditions. One
such condition is that the data collection either was
authorised by the individuals that the data concerns
(the data subjects) or responded to a limited set of
necessary business purposes. Alternatively, busi-
nesses can freely use the data they have collected as
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Circular transfers

Rights and transfers in China's emerging data governance regime between government, companies and citizens

a2
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CITIZENS

Individuals have the
right to access, modify
and delete personal data
held by companies. They
can deny collection, use,
and transfer of personal
data to companies.

GOVERNMENT

Governments can request
and use companies’ and
individuals’ data for
public interest purposes.

\ Forced transfer

Monetised transfer

Aggregated/
anonymised

Aggregated/
annonymised

oooooone
= Conditional on

government’s and
citizens' approval

Customer data
collection

Conditional on
citizens  approval

Companies' data assets
are protected from unfair
appropriation. They can
be sold or used to
improve business
performance.

long as it has been anonymised and can no longer be
used to re-identify their data subjects.

Recent court cases such as Weibo v Maimai (2016) and
Tencent v Douyin (2019) demonstrate that companies
collecting and using large, anonymised data sets are
already granted the right to protect them from unfair
appropriation by other companies, even before China
has enacted fully fledged legislation on this issue 7.

Nonetheless, Chinese policymakers have been careful
not to endorse the monopolistic and unfair competi-
tion practices of China’s tech giants and have recent-
ly embarked on a massive crackdown targeting them.
Data resources, they argue, often form natural mo-
nopolies that need to be broken down to allow fairer
market competition. Recent regulations thus strive
to protect consumers from collective harms arising
from data technologies. The Personal Information
Protection Law, for instance, bans Al-powered dif-
ferentiated pricing and allows data portability from
one platform to the other, so as to avoid lock-in ef-
fects. A recent restructuring required of Ant Group,
in April 2021, was another move in that direction: al-
though the specific rules are still unclear, it is likely
that the company will no longer be able to share data
freely and opaquely between different industries and
different subsidiaries of the group. Most recently,

4

in September 2021, media reports indicated that Ant
Group would be forced to create a separate loans app
and to turn over user data to a new entity jointly
owned by state companies “#.

The system of joint usage rights that would result
from such rules is seen as a prerequisite for assetisa-
tion and monetisation of data sets. Since 2014, China
has experimented with big data trading platforms for
data transactions 9. Furthermore, the proposition
for a data property rights system put forward at the
2021 annual session of the National Committee of the
Chinese People’s Political Consultative Conference
suggested the creation of a national data bank from
which users could purchase data sets; the income in-
curred would be distributed among all stakeholders
according to their participation in generating, col-
lecting, maintaining and exploiting the data.

The ideas surrounding the creation of a data owner-
ship regime in China also tend to envisage significant
powers for the state as a key regulator and actor in
data collection and sharing. Policymakers and ex-
perts are exploring different paths to encourage - or
force - companies to grant the government access to
their data resources, for example tax deduction poli-
cies for companies willing to share data or financial
compensation for mandatory data sharing.



Equally important in these propositions, however,
is the Chinese state opening its own data resources
to the public. According to a statement by Chinese
Premier Li Kegiang in 2016, more than 80 % of
China’s information and data resources are in the
hands of government departments at all levels, but
very little of this data is centralised, used or shared in
a meaningful way©@?. The Chinese government wants
to share some of this data with the public, but also
to offer some for paid, conditional use by companies.

The last, but not least important, mission of the state
is to protect national data resources, subject to fierce
competition between countries. The Data Security
Law released in June 2021 gives indications as to how
these strategic resources will be protected. The law
defines ‘important data’ that, if leaked, would be
damaging to China’s national security, public health,
or economic and social development. This data would
be subject to cumbersome export controls, including
approval from local public security authorities.

All the ideas surrounding the creation of a data mar-
ket have been synthesised in China’s first draft local
regulation defining data rights. This regulation, is-
sued in Shenzhen in 2020 and revised in June 2021,
will serve as a pilot and potentially a blueprint for a
national definition of data rights, and it therefore of-
fers invaluable insights into what China’s data gov-
ernance regime will look like in coming years @4,

The Shenzhen regulation defines
three kinds of data rights for three
types of actor: individuals, compa-
nies and the government. The per-
sonal data rights enjoyed by indi-
viduals obey a different logic from
ownership rights - they are civil
rights as defined in China’s Civil
Code. By comparison, companies
enjoy rights closer to traditional
ownership rights. They can buy and
sell legally obtained data through legally established
data trading platforms. The Shenzhen regulation also
defines ‘public data’ as a ‘new type of state-owned
asset’, held and collected by government authori-
ties and public institutions such as those responsible
for health, water supply, finance, telecommunica-
tions and transportation. Individuals and companies
whose data is being collected by the state must com-
ply, although they may raise objections if they believe
the data collection is inaccurate or infringes on their
personal privacy, business secrets or other legitimate
interests. Some of this public data, then, is to be pro-
vided free of charge to the public, while some will be
conditionally open or for state use only.

The Shenzhen regulation also provides for the estab-
lishment of a data transaction platform - which will
construct data asset pricing indicators from multi-
ple dimensions such as real time, time span, sample

he Shenzhen
regulation will
serve as a pilot
and potentially
a blueprint for a
national definition
of data rights.
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coverage, completeness, data type and level, and data
mining potential - and for the setting up of ‘data
evaluation agencies’ tasked with professionally as-
sessing the value of data assets according to these
indicators.

Finally, the regulation also outlines rules for interna-
tional cross-border transfer and protection of stra-
tegic data resources. Although any transfer of per-
sonal information or important data must be reported
to the local cyberspace authorities, the regulation
leaves space for bilateral and multilateral coopera-
tion mechanisms for free cross-border data circula-
tion with other countries. A whitelist of countries,
regions and international organisations with which
cross-border flow of personal data is permitted will
be released.

THE CASE OF HEALTH DATA

The case of medical data illustrates particularly well
the complexity of establishing a data governance
framework and the direction that the Chinese gov-
ernment is taking with regard to such a framework.

Medical data is especially sensitive when it comes to
personal information, as it touches upon some of the
most private and confidential pieces
of information concerning indi-
viduals’ lives. Regulations such as
the Personal Information Protection
Law qualify health data as sensitive
and therefore strictly protected.

Medical data is also particularly
valuable from a corporate perspec-
tive. Pharmaceutical companies, for
example, crave access to large-scale
data sets to develop and test new
drugs, create personalised treatments and better tar-
get clients. China has acknowledged the potential
of big data in developing the national health indus-
try. In 2017, for instance, China planned the estab-
lishment of three national health big data industry
groups, bringing together local governments, medi-
cal institutions and insurance companies 2,

Furthermore, medical data is crucial from both public
health and national security perspectives. Most re-
cently, the Chinese government saw the Covid-19
crisis as evidence of the importance of collecting de-
tailed and granular data on citizens’ health in case of
health emergencies. In early 2020, Chinese cities
started using a ‘health code’, which opened access to
public buildings and transport @®. So far, however,
medical data integration and centralisation in China
are far from the levels observed in Western European
countries. This is mainly due to a lack of common

5
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standards: different provinces, municipalities and
hospitals have different ways of labelling and catego-
rising medical information.

To incentivise the use of health
data, China has started defining
rights over medical data, tying them
to very granular classifications of
stakeholders, data types and situ-
ations. By defining the rights and
responsibilities of every actor in a
given situation and for a given cat-
egory of data, the state hopes to es-
tablish a data regime that can both
protect everybody’s rights and en-
courage data usage.

New guidelines on healthcare data security, which
were passed in December 2020 and came into ef-
fect in July 2021, are meant to do just that?4. They
distinguish between standard personal health data
and data obtained after basic de-identification pro-
cessing - the latter can be used without individu-
als’ authorisation for purposes of health research and
education, public health, and medical care. Medical
providers can rely on their own judgement to deter-
mine what personal health and medical data to use
and disclose and are not obliged to agree to subjects’
requests to restrict use of their data.

This provision is important, as it effectively gives
strong, property-like rights to corporate actors as
long as the data is used for certain purposes. It gives
pharmaceutical companies more leeway to collect and
use data for clinical trials: for post-market research
or retrospective studies, for instance, the guidelines
stipulate that no informed consent is needed provid-
ed the data has been through de-identification pro-
cessing. This is crucial, as China is increasingly en-
couraging the use of ‘real-world data’ (data obtained
throughout the life cycle of a drug or medical device)
as evidence for the approval of new products.

Data rights attached to state institutions override
other rights granted in the guidelines and no au-
thorisation is needed from the data subject if data
is collected for public health purposes. In practice,
the government has started creating extensive lists
of data that need to be collected for public health
purposes. Regulations such as the national hos-
pital data reporting management plan issued in
2019, for instance, list and standardise the data that
health providers must submit to the National Health
Commission 5.

The state also defines categories of health data that
are especially protected from foreign collection and
use. Human genetic resource data, which refers to
information on genetic materials such as organs,
tissues, cells, blood and DNA, is such a protected
category: foreign institutions cannot collect human

6

he Chinese

government
saw the Covid-19
crisis as evidence
of the importance
of collecting
granular data on
citizens’ health.

genetic resource data unless in partnership with
Chinese institutions; strict rules define the role and
responsibilities of the Chinese counterpart .

In other words, Chinese lawmak-
ers are building a data governance
regime in which the nature and
roles of stakeholders, as well as
the categories and purposes of data
handling, play a part in determin-
ing their property rights. To better
understand how this market would
work, a fruitful comparison can be
drawn between the data governance
regime and China’s land owner-
ship regime. In both cases, multiple
property rights coexist pertaining to the same object.
In both cases, the nature of stakeholders (rural or ur-
ban, Chinese or foreign, individual or collective) de-
fines the kind of rights they can claim on the object.
Rural residents, for instance, have specific claims to
land property that urban residents do not. For both
data and land, rights also depend on specific purpos-
es: some property rights in relation to land, for ex-
ample, are restricted to it being used for agricultural
purposes. This multifaceted ownership regime allows
the government to balance the interests of different
groups while maintaining overall control over impor-
tant resources.

CHALLENGES FOR
EUROPEAN GOVERNMENTS
AND COMPANIES

The specificities of China’s data governance regime
have several important implications for European
governments and companies.

A first set of challenges and risks arise from the
Chinese government’s propensity to collect and use
data from individuals and companies. China is not
unique in this respect: all governments do this to
some extent. The EU’s GDPR includes provisions al-
lowing Member States to collect personal information
in the public interest, if such collection is ‘necessary
and proportionate’. But China’s debate around public
ownership of data indicates that the government is
willing to go well beyond such limited data collection.
Massive amounts of data may be routinely obtained
from individuals and companies and be used without
much restriction based on a broad understanding of
the ‘public interest’.

This poses challenges to EU citizens in China, whose
personal information may be abusively collected and
used by the Chinese state. It also poses challenges



to companies, such as pharmaceutical and health-
care companies, that may be required to give away
valuable or sensitive data to the Chinese government.
Laws such as the National Security Law (2015), the
Cybersecurity Law and the National Intelligence Law
(2017) already give the central government sweep-
ing powers to access foreign companies’ sensitive
data, including source code and intellectual property.
Many companies report that routine data transfers to
the Chinese government have increased over the past
few years.

The Chinese strategy also poses a strategic and ideo-
logical challenge to the EU. In the triangle of stake-
holders (businesses, government and individuals)
presented earlier, the EU has so far strongly posi-
tioned itself on the side of individual rights, with the
GDPR as a world-leading and world-shaping item of
legislation. China’s legislation, weighing rather on
the business and government sides,

might lead other countries to follow

suit and put pressure on the EU’s B
approach. Although China has
adopted a personal information
protection legal framework very
similar to the EU’s GDPR, the phi-
losophy behind each approach is ar-
guably different. While the EU is
mostly concerned with human and
consumer rights, China approaches
personal information protection
from a more holistic perspective, including economic
growth and social stability as key factors. China’s
good performance in reining in the rise of Covid-19
infections, believed to be linked to massive collection
and processing of individual data, could further in-
fluence other countries to follow suit. In September
2020, China unveiled its ‘Global Initiative on Data
Security’, showing its ambition to set the global rules
on data governance.

A second set of challenges arises from China’s data
protectionism. While the EU has been very protective,
from the outset, of citizens’ personal information,
Beijing has extended state data protection to ‘im-
portant data’ deemed valuable for China’s economic
and social development. Cross-border data transfer is
likely to be subject to tit-for-tat strategies. The 2021
Data Security Law specifies, for example, that China
will adopt ‘corresponding measures’ in its trading of
data assets. In the context of growing tensions be-
tween China and the United States, recent data secu-
rity investigations into Chinese companies following
their initial public offering in the United States also
hint at potential restrictions on overseas listing when
sensitive data is at stake ®7.

This creates a risk of deepening data protection-
ism, where countries hold on to their data resourc-
es and do not share them with foreign actors. More
broadly, it would also endanger digital trade, as tech

eijing has
extended state
data protection to
‘important data’
deemed valuable for
China’s economic and
social development.
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companies would have to operate within data is-
lands instead of offering products across countries.
This could have a heavy economic impact: data flows,
valued at USD 7.8 trillion in 2014, were expected to
nearly quadruple from 2017 levels by 2022 @9,

POLICY RECOMMENDATIONS

For EU governments, there may be room to influence
China’s data legislation through bilateral and multi-
lateral trade negotiations. The Personal Information
Protection issued in August 2021 indicates that China
will follow provisions on cross-border personal data
transfer included in treaties or international agree-
ments. The Regional Comprehensive Economic
Partnership (RCEP) signed in November 2020 con-
tains such provisions. China also
recently signalled its desire to join
the Comprehensive and Progressive
Agreement for Trans-Pacific
Partnership, which stipulates that
parties cannot require data locali-
sation as a condition for conducting
business, thus proving its willing-
ness to negotiate on these issues.

Chineselocal governments, although

not autonomous from central gov-
ernment, could also constitute partners for discus-
sion for both European governments and European
companies, as they have started competing to attract
investment in the local digital economy. The Hainan
free trade zone, for instance, is experimenting with
easier personal information transfer abroad and sim-
plified procedures, along with physical infrastructure
to facilitate quicker international data flows.

At this early stage in the debate, researchers, uni-
versities and government-run think tanks could
fruitfully be involved in discussions around global
data rules and norm-setting. For example, one cru-
cial aspect of the protection of personal informa-
tion is to certify that the data has been sufficiently
anonymised. Although China has recently issued a
standard on anonymisation processes, it is often im-
possible to define an a priori threshold beyond which
anonymisation is sufficiently efficient. Without inde-
pendent auditing, companies will do the bare mini-
mum to avoid reducing the value of the data, incur-
ring a higher risk of the data being re-identified if
leaked. The EU has an important role to play in set-
ting global rules in this respect.

More broadly, European governments and compa-
nies should closely follow the fast-evolving debates,
legislation and law enforcement events surrounding
China’s data governance regime and monitor their
potential impact on EU citizens and businesses.
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