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Summary

> Foreign information manipulation and

Bicocca interference (FIMI) represents a seri-
Justin Armanini ous challenge to the EU’s global interests
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Fabio Antonio Stella > As evidence from the Western Balkans and
Associate Professor, University of Milano- African contexts shows, the line between
Bicocca foreign and domestic information manipu-

lation is often blurred. The EU’s presence
and objectives in partner countries can also
be seriously threatened by information ac-

tivities that do not necessarily qualify as

I N T R 0 D U CT I 0 N malign, intentional or coordinated.
> Theability to ‘feel the pulse’ of the informa-
tion environment - by refocusing the anal-
ysis of FIMI beyond the foreign-domestic
dichotomy and narrowly defined intention
and coordination - can help the EU im-
prove its situational awareness, develop

better-targeted counter-FIMI responses
and enhance strategic communications.

Foreign information manipulation and interference
(FIMI) has increasingly come into the spotlight of
EU policies aimed at countering disinformation. The
European External Action Service® has recently ap-
plied the concept to detect and analyse manipulative
information activities by Russian and Chinese actors,
with promising results, substantiating the value of
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FIMI’s focus on potential harm to the
EU’s own political processes and values.
Yet, the question arises as to how to best
leverage FIMI - as an emerging policy
and analytical concept - to enhance EU
engagement in partner countries.

This Brief argues that, by focusing only
on outright cases of foreign-led, inten-
tional and coordinated information ma-
nipulation in third-country information
spaces, the EU risks missing critical vul-
nerabilities and potential threats to its
own standing and objectives worldwide.
In particular, the authors draw on cases
from the Western Balkans (WB) and se-
lected African countries® - two contexts
where the EU’s strategic interests® are
increasingly at stake due to the growing
presence of competing actors such as
Russia and China. The authors demon-
strate how the line between foreign and
domestic information activities is not
always clear-cut, and how media nar-
ratives with the potential to undermine
the EU often escape strict definitions of
malign behaviour.

In response to these challenges, broad-
ening the focus of the FIMI concept be-
yond the foreign-domestic dichotomy
and narrowly defined intention and co-
ordination can have significant impact.
The ability to ‘feel the pulse’ of the wid-
er information environment, the Brief
concludes, is crucial to assessing and
effectively responding to potential FIMI
threats to the EU’s external presence
and strategic communication.

The Brief consists of four sections. The
first explains what FIMI is and why it
has become a challenge to the EU’s ex-
ternal action. The second focuses on the
foreign-domestic nexus in the informa-
tion space, pointing to the need to tran-
scend the foreign-domestic dichotomy
when dealing with FIMI. The third sec-
tion shows how FIMI often successfully
exploits existing narratives and trends,
arguing in favour of extending the scope
of FIMI analysis to information activi-
ties that may not be explicitly inten-
tional or coordinated, and that do not
seem to target EU actors directly®. In
the conclusion, the main points are re-
capitulated and translated into recom-
mendations for policymakers.

he EU’s space for
proactive strategic
communication
is shrinking due
to increasingly
hostile information
environments.

STRATEGIC
COMPASS

The EU's Strategic Compass
for Security and Defence was
adopted in'March 2022.

European External Action Service
European Union, 2021

FIMIAS A
CHALLENGETO
THE EU'S GLOBAL
ENGAGEMENT

In its most recent and widely accept-
ed definition, FIMI refers to ‘a mostly
non-illegal pattern of behaviour that
threatens or has the potential to nega-
tively impact values, procedures and po-
litical processes, [which is] manipulative
in character, conducted in an intentional
and coordinated manner, [and whose
agents] can be state or non-state actors,
including their proxies inside and out-
side of their own territory’®. As a policy
concept, FIMI has found ground in the
profound restructuring that the EU’s se-
curity architecture has undergone over
the past decade, following critical devel-
opments such as Russia’s illegal annex-
ation of Crimea in 2014, Russian med-
dling in the 2016 presidential elections
in the United States, the Covid-19 pan-
demic and, most evidently, the ongoing
Russian aggression against Ukraine. The
2022 Strategic Compass for Security and
Defence defines these dramatic changes
as the return of war and power politics
in Europe - both in the conventional
geopolitical sense and in increasingly
contested domains, including the cyber
sphere - and advocates for a common
European posture in the face of novel
threats to ‘human rights, human society
and democratic values [...] both at home
and abroad’. The EU, it concludes, faces
a ‘real battle of narratives’®.

Over the past decade, the EU has en-
gaged in the production of new con-
ceptual, legal and practical frameworks
to strengthen its capacity to anticipate,
mitigate and respond to threats of in-
formation manipulation. While the EU’s
initiatives in this field have mostly fo-
cused on information manipulation
targeting democratic decision-making
processes within the EU and its Member
States, FIMI has been increasingly rec-
ognised as a serious challenge to the
EU’s external action and global en-
gagement as well. Indeed, FIMI ap-
pears to systematically erode the EU’s
strategic presence in partner countries,
while its space for proactive strategic
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communication is shrinking due to increasingly hos-
tile information environments®.

Existing research focusing on the EU’s Common
Security and Defence Policy (CSDP) missions and op-
erations has shown that their activities are occasion-
ally exploited by FIMI actors in the context of broader
campaigns intended to undermine the EU and its al-
lies®. Clearly, while FIMI may harm the reputation of
individual missions, one of its primary dangers lies in
its capacity to damage local acceptance of the EU’s
presence more generally. Local media spaces that can
be volatile and polarised compound this risk. So too
does the lack of capacity on the part of the missions
to systematically analyse media content and assess
specific FIMI threats®. Together, these factors create
easy opportunities for FIMI actors to control the nar-
rative and influence target audiences.

In sum, foreign-led information manip-
ulation has the potential to undermine
the EU’s foreign and security policy pri-
orities. That raises the question of how
best to leverage FIMI as an analytical
concept and emerging policy frame-
work, both to enhance the EU’s leading
role in the global battle against infor-
mation manipulation and to strengthen EU partner
countries’ own resilience and capacity to respond to
FIMI threats.

BEYOND THE FOREIGN-
DOMESTICDICHOTOMY

FIMI refers to foreign information activities, as op-
posed to domestic ones. The policy relevance of this
distinction is significant: not only does it reflect the
different mandates of EU institutions dealing with
information manipulation, it also provides common
ground for the EU and its strategic allies to define and
engage effectively with the problem. However, draw-
ing a clear-cut line between foreign and domestic
information activities might pose some limitations,
both analysis- and policy-wise.

The blurred line between domestic

and foreign: Evidence from African
information environments

Academic research into disinformation has greatly
emphasised how domestic and foreign information

activities, including adversarial and manipulative
ones, are in a symbiotic relationship. They tend to

IMI actors have

learned to exploit
the symbiotic
relationship between
domestic and foreign
information activities.

be closely associated in mutually beneficial ways that
are often difficult to untanglet®.

Empirical research conducted in African contexts has
provided robust evidence of such symbiosis, which
often rests on a convergence of political and eco-
nomic interests between local elites and foreign ac-
tors. In Sudan, during the protests in January 2019,
state-linked media channels and Russian media were
aligned in presenting the turmoil as an attempt by
foreign powers to destabilise the country®¥. In Mali,
a deteriorating security situation has facilitated the
proliferation of a ‘fake news’ ecosystem® in which
politicians and government officials actively spon-
sor Russian-sourced propaganda to serve their own
ends. A similar trend occurred in the Central African
Republic, where the government has been accused
of engaging in Russian-backed disinformation cam-
paigns targeting domestic civil society,
French diplomats and the United Nations
peacekeeping mission ®¥.

FIMI actors have learned to exploit the
symbiotic relationship between do-
mestic and foreign information activi-
ties. Russia’s information manipulation
across Africa, for instance, relies on sys-
tematic orchestration of Russian-owned interna-
tional outlets and domestic media channels, blend-
ing local content with pro-Russian and anti-Western
material*¥. What is more, specific FIMI strategies not
only exploit but also reinforce the convergence be-
tween domestic and foreign information activities.
Using or posing as local voices to project authentic-
ity is one of them. Researchers have identified cas-
es of foreign-linked media channels posing as local
voices® in Mali#® and the Central African Republic#?,
among other places. Tactics such as franchising, sub-
contracting or ‘sock-puppeting’ are aimed at creat-
ing a perception of authentically local, multi-sourced
and pluralistic journalism, while they in fact entrench
echo chambers of support for certain foreign actors.

On top of this, there are strong economic incentives
for local media to relay foreign-sourced content.
Domestic media houses can stretch limited budgets
by relaying content that foreign state media make
readily (and often freely) available via syndication,
rather than buying content from international news
agencies. In several African countries, Russian media
content is massively shared, quoted and discussed at
the community level, to the point that Russian sourc-
es have de facto become an integral part of local media
and information spaces®®.

With the boundaries between foreign and domestic
information activities increasingly blurred, FIMI ac-
tors are incentivised to deploy strategies and tactics
that leverage and further cement this ambiguity. This
is why the EU’s ability to identify, analyse and assess
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potential FIMI threats in partner countries’ informa-
tion environments will be strengthened by focus-
ing beyond media sources that can be attributed to
foreign actors, such as state-controlled or state-run
media and their known proxies.

Why domestic information manipulation
should not be overlooked: The
case of the Western Balkans

Limiting the scope of counter-FIMI efforts to foreign
information activities overshadows the extent to
which domestic information manipulation can com-
pound vulnerability to external influence.

The Western Balkan (WB) region of-
fers a case in point. While there is am-
ple evidence that Russia has succeeded
in spreading its messaging across the
region @, in-depth research has shown
that most disinformation content circu-
lating in the WB media space is actually
locally sourced. A 2021 study ® reviewed
74 confirmed disinformation campaigns
conducted across six WB countries up
to 2020, and found that the majority of
them consisted of domestic information
activities, whereby disinformation was instrumen-
talised to achieve internal political objectives and un-
dermine opponents. On the whole, the disinformation
landscape was found to change depending on local
political constellations. In Serbia and Montenegro,
the cohesive nature of information manipulation and
the interwoven narratives reflected the concentration
of political power. Conversely, in Albania, Kosovo
and North Macedonia, the study found less coherent
and shorter-lived disinformation campaigns serving
a variety of competing political forces. Exposure to
transnational information manipulation was most
pronounced in Kosovo, Bosnia and Herzegovina (BiH)
and North Macedonia, countries in which the abil-
ity to govern is bound up in broader geopolitical
relations.

On top of this, the WB region has also seen a surge
in the use of the disinformation lexicon as a fram-
ing device to discredit and dismiss criticism from
non-like-minded actors, a tendency also observed at
a global level®. As a result, terms such as disinfor-
mation and fake news have lost their connection to
the facticity of information and are increasingly used
as labels denoting partisan alignment. Such instru-
mental use of the disinformation lexicon in political
parlance and media discourse may have direct reper-
cussions on the EU’s standing in contexts where the
EU is perceived as threatening to local political elites.

ny attempt at
determining

what qualifies

an information

activity as foreign

interference may face

complex questions

of proximity,

belonging and

political allegiances.

When rooted in domestic political and media dis-
course, information manipulation and its weaponi-
sation intensify the vulnerabilities of the information
environment, and thus undermine its resilience to
foreign interference. Therefore, it is essential to look
at locally sourced (and locally targeted) information
manipulation and its instrumentalisation in EU part-
ner countries to foster the EU’s capacity to form situ-
ational awareness of the threat landscape.

The issue of foreignness in FIMI

The FIMI concept places emphasis on the foreign di-
mension of information manipulation and interfer-
ence. This begs questions of definition and position-
ing: what is foreign? Foreign to whom?
This further raises potential issues for
effective application of the FIMI frame-
work in external contexts of strategic in-
terest to the EU.

First, the foreign category seems to have
limited analytical value in contexts
where the boundaries of the information
environment transcend national borders.
Contemporary media spaces tend to be
highly porous, with content being ap-
propriated and amplified across national
borders. This makes any assessment of the legiti-
macy of information activities based on the logic of
sovereign national territory inherently incomplete 2.
Second, any attempt at determining what qualifies an
information activity as foreign, or indeed as foreign in-
terference, may face complex questions of proximity,
belonging and political allegiances.

The WB region (with the addition of Croatia due to
linguistic proximity ®») offers a striking illustration
of both points. To begin with, the porousness of the
regional media space is immediately evident: shared
languages allow for almost direct uptake and fusion
of content - including false and manipulative con-
tent® — across country borders. This happens to the
extent that it becomes extremely difficult to draw a
clear line between domestic and foreign informa-
tion activities. More importantly, in some countries
in the region, significant segments of the population
identify with ethnic groups that are the majority in
neighbouring states. These individuals may not per-
ceive content or media actors associated with these
groups as foreign, or at least not as entirely or fun-
damentally so.

In such contexts, where content is almost by default
appropriated transnationally, and the distinction be-
tween domestic and foreign is contextual and fluid,
the applicability of the label foreign or foreign inter-
ference to certain information activities becomes less
straightforward than it might appear.
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This complexity is also common in cases where a
shared sense of historical proximity or political loy-
alty transcends existing geographical distance and
linguistic barriers. WB and African contexts are par-
ticularly sensitive areas in this respect. For example,
Russia tends to be favourably perceived among some
segments of the population in the WB region, but is
a paramount threat actor for the EU in terms of for-
eign information manipulation. Similarly, in several
African countries the ability to diversify partnerships
- including with Russia or China - is often perceived
or represented as a key matter of national autonomy
and post-colonial emancipation.

Information environments transcend national borders
The case of Serbian news outlet blic.rs

To show the transnational character of the information ecosystem, this

graphic represents the number of hyperlinks from Serbian portal blic.rs to

news outlets from other countries of the Western Balkans, Croatia and
Slovenia, and from those outlets to blic.rs, grouped by country.

Number of hyperlinks Per direction (thousand)
Per country (thousand) 5 10 15 20
30
20 Kosovo*
10 Montenegro 0O
5 O
1
North
Macedonia
O
Slovenia

O,

Western Balkans O,
News outlets and blogs with
a thematic focus on multiple
Western Balkan countries

Data: Storyzy, 2023 (extracted on 4 September 2023
and processed by the authors).

* This designation is without prejudice to positions on status,
and is in line with UNSCR 1244 (1999) and the ICJ Opinion
on the Kosovo declaration of independence

In such contexts, labelling information activities
conducted by or linked to these actors as foreign in-
terference, even when they meet the criteria of the
EU’s definition of FIMI, will likely collide with al-
legiances of proximity and political loyalties, and
thus risks sparking opposition from some segments
of the political establishment and the mass audience.
This would represent a major obstacle to reaching a
shared understanding of FIMI, and hence to building
resilience and devising responses to external infor-
mation manipulation and interference in the relevant
EU partner countries.

BEYOND MALIGN INTENTION
AND COORDINATION

FIMI, influence operations and disinformation cam-
paigns are mostly designed to sow discord and dis-
trust in the target countries. To achieve this, malign
actors capitalise on pre-existing contentious issues,
societal divisions and deep-seated grievances and
narratives.

Why and how FIMI exploits
what’s already there:
Croatia Lessons from Africa

Disinformation campaigns of-
ten seek to mobilise broad,
deep-seated narratives and

fit them into existing po-
larising political issues.
This has been confirmed
in relation to the EU’s
engagement in the
Eastern Partnership
and the Sahel®. Recent

Bosnia and
Herzegovina

analysis of Russian
information = manipu-
lation across African

countries provides fur-

ther evidence. In Mali and

the Central African Republic,

for instance, Kremlin-sponsored
media appear prone to mobilising
the general theme of anti-Western
and anti-colonial narratives as a con-
tinuation of mass communication narra-
tives used in the Soviet era, whose appeal
among the local population seems undiminished ®¢.
Similarly, disinformation strategists have leveraged
the long tradition of the African non-aligned move-
ment, particularly with regard to the Russian inva-
sion of Ukraine, using non-alignment narratives to

O Albania

5
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amplify grassroots refusal to side with the West in
what is cast as a bipolar, ideological war®.

An additional case in point is the strand of
post-colonial narratives known as Afrancaux News®®,
which permeate contemporary fake news stories ac-
cusing French counterterrorism of destabilising the
Sahel. Afrancaux News appears to have played a sig-
nificant role in Russia’s quest for greater influence®,
for instance, when popular protests erupted in Mali
in 2020, Russia readily instrumentalised them by
launching a large-scale disinformation campaign ac-
cusing France of neocolonial meddling in Malian in-
ternal affairs, and the UN of occupying the country
and supporting terrorist groups®®.

Based on these insights, it is beyond
doubt that foreign information manip-
ulation efforts largely incorporate and
exploit ‘homemade’ narratives, that is,
narratives that are not foreign-planted
but rather form an integral part of the
target country’s information space.
What is more, it is reasonable to assume
that the more they do so, the greater their impact on
target audiences is likely to be®.

Media narratives as indirect
communication threats: Examples
from the Western Balkans

Driven by the ambition to achieve a degree of ob-
jectivity in determining the malicious nature of for-
eign interference, the counter-FIMI community has
placed growing emphasis on the notions of intention
and coordination, leading to a shift in focus from
analysis of content to a behaviour-first approach®2.

Detection of coordinated and covert manipula-
tive activities in the information space (including
foreign-orchestrated ones) can sometimes be quite
effective. Looking at the WB context, for example: in
March 2020 Twitter in Serbia took down a network of
accounts acting in concert to support the ruling party
and the president®; soon afterwards, the botnet still
appeared to be active, working mainly to promote
Chinese aid and to cheer for the Serbian government
in the frame of the Covid-19 pandemic®4.

However, it tends to be extremely difficult to draw a
clear distinction between information activities that
are intentionally orchestrated (either by domestic
or foreign actors) and those that are not. Moreover,
in the WB media space, hostile or negative cover-
age only appears to directly target the EU to a limited
extent ¥, Nevertheless, even when there is no clear
malign intentionality, narratives and messaging cir-
culating in the information environment might still

6

oreign information
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pose an indirect threat to the EU’s standing in the
communication space, as well as exacerbate vulner-
ability to FIMI.

A salient case of anti-migrant messaging can serve
to illustrate this point. In 2015, dozens of portals
in Croatia, Serbia, Montenegro and BiH - includ-
ing a public broadcaster in the Republic of Srpska®®
- republished supposed testimony from an uniden-
tified Czech doctor denouncing violence committed
by migrants in a Munich hospital. The testimony,
which was originally published by a conspiratorial
Czech YouTube channel, turned out to be fabricat-
ed. The case might indicate some level of (possibly
foreign-sourced) coordination: the YouTube channel
was known to pick up Sputnik content®”,
and the BiH public broadcaster that re-
published the content is considered to
be part of the Sputnik ecosystem ©9.
Furthermore, this specific story reso-
nates with broader narratives in the WB
media environments framing Europe,
and by association the EU, as weak in the
face of new challenges®”. It remains ex-
tremely difficult, however, to determine whether and
to what extent the circulation of such messaging is
intentional and foreign-orchestrated. Rather, a myr-
iad of motives and intentions - including commercial
interests, authentic political beliefs and contestation,
and foreign actors’ interests — and their mutual en-
tanglement are potentially at play in the diffusion
and amplification of these and similar narratives.

Intention and coordination notwithstanding, narra-
tives such as this have the potential both to indirectly
undermine the EU’s presence in contexts of inter-
est, and to pave the way for potential FIMI. In this
sense, focusing only on information incidents and
campaigns that evidently fulfil the criteria of inten-
tionality and coordination that define FIMI risks un-
derestimating the threat landscape at large.

CONCLUSION AND
RECOMMENDATIONS

This Policy Brief has examined how to best lever-
age FIMI as a policy and analytical concept to sup-
port the EU’s external action and global engagement.
Drawing on selected cases from WB and African con-
texts, the Brief has argued that, to strengthen the
EU’s capacity to assess and respond to the challenge
of information manipulation targeting its presence
and objectives in EU partner countries, its approach
to FIMI should be enriched beyond the current focus
on the foreign-domestic dichotomy, intention and
coordination.
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First, the Brief has showed how the foreign-domestic
dichotomy is at odds with the reality of the analysed
countries’ information environments, where foreign
and domestic information activities form interrelated
ecosystems that FIMI actors have learned to exploit.
Moreover, the authors conclude that any attempt at
determining what qualifies an information activity
as foreign, or indeed as foreign interference, may face
complex questions of proximity, belonging and po-
litical allegiances.

Second, the Brief has demonstrated that a whole range
of information activities that cannot be conclusively
qualified as malign, intentional or coordinated - and
which do not necessarily target EU actors directly -
can still pose a significant threat to the EU’s presence
and objectives. In fact, the presence and circulation
of narratives potentially favouring EU competitors, or
promoting stances opposite to those the Union stands
for, might still indirectly undermine the EU’s stand-
ing in partner countries and provide opportunities for
further exploitation by FIMI actors.

Drawing on these insights, the following five recom-
mendations may enhance the EU’s situational aware-
ness and external engagement in the analysed part-
ner countries:

1. The EU’s approaches to assessing an informa-
tion environment’s threat landscape should be
complemented with a focus that transcends, or
at least carefully reconsiders, the dichotomy be-
tween foreign (and foreign-linked) and domestic
information activities whereby foreign is under-
stood as a precondition for information activity
to be considered a threat.

2. The EU could carefully assess and contextualise
its use of the term ‘foreign’ or ‘foreign inter-
ference’ in addressing information manipula-
tion and when building counter-FIMI capacities
of partner countries. Indeed, the labels foreign
or foreign interference in FIMI may conflict with
perceptions of belonging, proximity and political
loyalties.

3. EU policymakers should additionally reconsider
the foreign-domestic nexus and complement it
with transnational analysis in contexts of shared
language environments, where media content
normally circulates across national borders.

4. The EU could expand the scope of FIMI analy-
sis and assessment from its current focus on
clear-cut malign information activities - i.e.
intentional and coordinated incidents and cam-
paigns, including those directly targeting specific
EU bodies or the EU as a whole - to a broader
focus on the wider media conversation on topics
that bear relevance to EU values and objectives.
This effort would benefit from further develop-
ment of methodologies for narrative analysis

that could be used to track critical content over
time (as well as its potential transformation or
re-appropriation for hostile purposes).

5. In any given context, understanding underly-
ing societal vulnerabilities and geopolitical rela-
tions can complement information environment
monitoring and assessment and benefit the EU’s
external action. The EU’s strategies and support
to local capacities can identify and capitalise on
factors that may increase resilience to foreign
interference.

In conclusion, the capacity to systematically ‘feel the
pulse’ of the broader information environment - go-
ing beyond the narrow boundaries of foreignness,
malign intent and coordination - is key to assessing
and responding effectively to emerging challenges to
the EU’s external action and global engagement.
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