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INTRODUCTION
Any discussion about the digitalisation of defence is 
hampered by the imprecision of associated terms and 
words. ‘Cyber’, ‘the cloud’, ‘Internet of Things’ (IoT), 
‘block chain’ and ‘quantum computing’ are widely 
used but their exact meaning or application can be 
quite fuzzy. The truth is that we may be intellectually 
ill-equipped to understand the full intricacies and 
implications of digitalisation, even if the economic 
rationale for digitalisation is clear. In fact, some 
estimates show that the digitalisation of products and 
services could add more than €110 billion to industrial 
revenue in Europe over a relatively short time frame 
of five years, so it is easy to see why the economic 
rationale for greater digitalisation is so powerful.1 
Yet digitalisation is clearly not just about economics 
and the geopolitical ramifications of a proliferation 
of digital technologies is becoming a mainstay of 
international politics today.2 The assumption is that 
the competition to control new technologies (both 
hardware and associated software and algorithms), 
and the willingness to use them to gain an advantage 
over other states, underlines the growing importance 
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of ‘digital power’.3 It is for this reason that the European 
Commission has stated that it is imperative for the EU 
to establish ‘technological sovereignty’ in areas of key 
strategic importance such as defence, space, mobile 
networks (5G and 6G) and quantum computing.4

What digitalisation means for defence is perhaps even 
more unclear. While the process has accelerated since 
the 1970s, and armed forces are no strangers to the need 
to adapt to and integrate new informatics systems and 
processes, the modernisation and digitalisation of 
Europe’s armed forces is essential. Without the techno-
logical command of digital technologies, Europe could 
lose international influence and political autonomy.5 In 
this respect, the fact that the continent is projected to 
need to spend $120-$140 billion on the modernisation 
and digitalisation of its armed forces in the coming 
years (or $20-$30 billion annually) is a daunting and 
pressing challenge.6 Indeed, this very issue was the fo-
cus of a May 2019 food for thought paper published by 
Finland, Estonia, France, Germany and the Netherlands. 
These countries implied that Europe’s militaries cannot 
fully function in an information dense operational en-
vironment where actors who can effectively harness 
computing, Artificial Intelligence (AI) and data are like-
ly to have a military advantage.7

In addition to this member 
state-backed food for thought paper, 
the European Commission released 
its long awaited ‘digital package’ 
on 19 February 2020, detailing how 
Europe could reap the benefits of AI, 
computing power and data spaces 
while simultaneously managing 
the risks of these technologies. 
The Communications on ‘shaping 
Europe’s digital future’ and a 
‘European data strategy’, plus the white paper on AI, 
do not really mention defence.8 With the 10 March 
release of the new EU Industrial Strategy, however, 
synergies between civil and defence technologies will 
be further explored.9 Even though the European Defence 
Agency (EDA) is already studying the ramifications 
of digitalisation for defence, this broader industrial 
approach by the Commission is understandable given 
the wider relevance of digitalisation to European society. 
Nevertheless, these initiatives do beg two interrelated 
questions: 1) how might digitalisation affect the way 
Europe’s armed forces plan and act? and 2) what 
should defence planners10 in Europe do to benefit from 
digitalisation while also managing the inevitable risks? 

This Brief answers these questions with a view to filling 
a gap in the EU’s understanding of how digitalisation 
could affect Europe’s armed forces and wider defence. 
To this end, the Brief is structured in three parts. In part 
one it looks at the meaning of digitalisation and existing 
initiatives in the defence sector. Part two will then 
uncover the limits of digitalisation in defence. Finally, 

part three will focus on the specific challenges of 
digitalisation in defence and it asks whether the EU can 
assist member states and armed forces in overcoming 
them. Accordingly, the Brief not only seeks to demystify 
discussions about the digitalisation of defence but it 
also volunteers some policy options. 

BYTES, SWEAT AND TEARS
Discussions about digitalisation can be blighted by a 
lack of definitional clarity. We must first distinguish 
between digitisation and digitalisation. The former 
refers to the basic process of converting analogue 
data and information into bytes or lines of binary code 
(e.g. transforming an old printed photograph into a 
JPEG file). Digitisation allows computers to process, 
communicate and store information more flexibly and 
efficiently. The latter, however, is the term given to 
collective technological advances in computing power, 
data collection, processing and storage and networking 
between computer devices. Digitalisation is therefore a 
transformational process that may alter how Europeans 

live and how they plan for future wars 
and conflict. 

Armed forces in Europe are more 
than familiar with digitisation and 
digitalisation as they have long used 
computers to manage logistics and 
supply inventories, wage payments 
and the maintenance of personnel 
records. Military intelligence has 
also long profited from computer 
technology (e.g. Turing and 
Welchman’s Enigma decryption 

computers in the 1940s) and since the 1960s armies 
have used computers to perform complex mathematical 
calculations for artillery and ballistics accuracy.11 With 
the invention of the microprocessor in the 1970s, 
militaries steadily began to use computers for command 
and control (C2) and intelligence, surveillance and 
reconnaissance (ISR). In the 1990s, rapidly increasing 
computing power and masses of data were used to 
improve battlefield communication between units and 
strategic command and to enhance precision-strike 
capabilities (this was called the Revolution in Military 
Affairs (RMA)).

Military communications, sensoring, logistics and 
maintenance and C2 are almost fully computerised and 
interconnected today, so cyber defence has become 
a vital element of enhancing the digital resilience 
of Europe’s armed forces. As military equipment, 
processes and informatics systems become increasingly 
intertwined, the potential for cyberattacks increases. 
Experiences such as the ‘Conficker’ worm that infected 
French naval systems in 2009, and which led to the 

Digitalisation is a 
transformational 

process that may 
alter how Europeans 
live and how they 
plan for future wars 
and conflict. 



3

Digitalising Defence | Protecting Europe in the age of quantum computing and the cloud

grounding of Rafale jet fighters, clearly need to be 
avoided.12 On the back of such experiences, France has 
pledged €1.6 billion up to 2025 for its cyber defence,13 
but a number of other EU member states and NATO allies 
have also created Joint Cyber Commands, invested in 
cyber defence research (e.g. the Netherlands is investing 
€6.5 million per year)14 and/or have established cyber 
exercises and training centres (e.g. Estonia created its 
centre in April 2019).15 

Most European militaries and defence ministries 
recognise that international cooperation is vital to their 
‘digital defences’. Within NATO, European countries 
are working towards the Cyber Defence Pledge agreed 
in July 2016 to enhance allies’ cyber capacities and the 
alliance has set up Cyber Rapid Reaction Teams and 
a Cyberspace Operations Centre. In the EU, there are 
presently four specific cyber-related projects under 
Permanent Structured Cooperation (PESCO) and the 
European Commission will be making available €17.7 
million for cyber situational awareness and defence 
capability investments under the European Defence 
Industrial Development Programme (EDIDP) in 2020. 
As part of the Union’s wider Cyber Defence Policy 
Framework (CDPF) and Capability Development 
Plan (CDP), cyber- and digital-related concerns are 
addressed including cyber capability development, 
training and exercises, the protection of Common 
Security and Defence Policy (CSDP) communication 
and information systems and more. Bodies such as the 
EU Military Staff (EUMS) are subsequently working on 
initiatives such as integrating cyber defence training 
into the EU Battlegroup certification process.16 Further 
still, since February 2016 NATO and the EU have been 
implementing a technical arrangement on cyber 
defence with a view to exchanging information on cyber 
emergency responses.

Given the range of initiatives already in place, one 
might be forgiven for thinking that EU member states 
and institutions have already designed the ‘code’ 
needed to help Europe’s armed forces transition to the 
digital age. However, digitalisation confronts defence 
ministries and armed forces with unique challenges 
and questions. First, advances in the cloud, IoT, block 
chain and quantum computing may have unintended 
and/or unexpected consequences for the performance 
of military equipment and capabilities, as well as how 
defence planners design and conduct operations. 
Second, the use of digital technologies for defence may 
presuppose changes in military doctrine or challenge 
the way military hierarchies and defence bureaucracies 
have traditionally functioned. Despite the fact that 
defence firms are producing new digital technological 
solutions for warfare, defence planners are not entirely 
sure how – if at all – digitalisation will alter the 
character of warfare.

HEAD IN THE CLOUD: 
PUTTING DIGITALISATION 
IN PERSPECTIVE
Whether technology can ever really fundamentally alter 
the character of warfare is a well-established debate in 
scholarly circles. Some would argue that computing power, 
AI and the wide use of data do little to fundamentally 
address political sensitivities that run through debates 
related to capability development, force generation and 
the use of military force. In this sense, digitalisation 
should not be seen as some silver bullet for every problem 
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facing Europe’s militaries and a human dimension will be 
required for politico-strategic guidance and maintaining 
the morale of troops, amongst other things. Not overly 
investing in the hype surrounding technology has been 
a mainstay of military-theoretical discussions. After the 
US’ rapid victory over the Iraqi military in the early 1990s, 
for example, some scholars and policymakers lauded the 
idea that technological mastery in the Global Positioning 
System (GPS), digital communications, electronic 
warfare, stealth, satellites and precision-strikes could 
lead to military superiority.17 It became apparent after 
the US intervention of Afghanistan in 2001, however, 
that technology could only take US forces so far when 
counter-insurgency strategies were required instead.

Based on such experiences, there is a fear that 
digitalisation could be used as a technological ‘sticking 
plaster’ to deal with intractable politico-strategic 
problems in warfare. Take data management, for 
example. European militaries already handle vast 
amounts of data and they process and use data for 
logistics, equipment maintenance, personnel health, 
cost management and locating specific skills and 
talent (e.g. languages, special training). However, 
having centrally accessible data sources that can be 
used rapidly by military leaders across all branches and 

services is a challenge. While advances in AI are being 
touted as a means to deal more effectively with data 
management in the military, research shows that data 
management processes in the military are still subject 
to inter-service rivalries (i.e. which branch holds data 
holds power) and a comprehensive data management 
system does not do away with the need for military 
leadership (e.g. should more resources be diverted to 
high performing battalions or soldiers compared to 
underperforming ones?).18

Perhaps one of the more vivid examples of how human 
behaviour and digitalisation interacts can be seen in how 
military personnel use digital technologies. Today’s 
reality is that – just like anybody else  – personnel in 
the armed forces increasingly use social media apps 
and geo-location services. This comes with a risk. The 
data and information produced by military personnel 
using digital technologies may incur a strategic 
disadvantage. Geo-location services and devices (e.g. 
smart watches) can hand foreign intelligence services 
information about where troops are directly based. 
Additionally, the use of social media to share photos 
with family members in the pre-deployment phase can 
be used by intelligence services to ascertain whether 
a new deployment (especially a covert one) is on its 

Digital uptake in the EU
Ranking of member states in three ITC-related categories 
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way. Additionally, ‘selfies’ of personnel in barracks or 
military installations may inadvertently put sensitive 
information into the public domain (e.g. computer 
screens in the background).19 Of course, we could blame 
technologies for such vulnerabilities but the reality is 
that a new behaviour that is more sensitive to the risks 
that digital technologies potentially entail needs to 
take root in Europe’s militaries.

Finally, there are also limitations to the technologies 
being lauded as having a disruptive effect on defence. 
Take quantum computing, for instance. This techno-
logical domain is already being touted as the next step 
forward in computing power, and some studies claim 
that it could revolutionise naval navigation by replac-
ing GPS with atomic clocks20 or greatly enhance defen-
sive/offensive cryptography capabilities.21 Quantum 
computing is seen as a way to 
overcome the limitations of classical 
computing because it breaks the 
strictures of linear coding. Bits and 
bytes in classical computing can only 
be a 0 or a 1 at any one time, but 
quantum’s qubits can be a 0 and 1 at 
the same time.22 Theoretically, this 
allows quantum computing to make 
many more calculations. Although the calculations are 
disputed, Google argues that the task that took its 
53-qubit computer 200 seconds to make would take the 
fastest supercomputer on earth (IMB’s ‘Summit’) 
10,000 years.23 Despite these claims, however, quan-
tum computers require cooling devices no smaller than 
a van and large amounts of energy, plus quantum cal-
culations can result in error at the slightest tempera-
ture or electromagnetic change. These are hardly at-
tributes that are conducive to a military environment.

OK COMPUTER: 
MANAGING THE RISKS OF 
DIGITALISATION IN DEFENCE
European militaries should not, however, take any 
comfort from the uncertainties surrounding the 
development of digital technologies. The more 
Europe’s militaries become dependent on digital 
technologies the more they become vulnerable to the 
inherent risks of greater technological connectivity. 
The development and application of these in defence 
will likely result in adversaries having to find new weak 
points in Europe’s digital defences (this has been called 
the ‘capability/vulnerability paradox’).24 For example, 
looking many decades into the future the use of 
quantum computing may give Europe a technological 
edge in areas such as cryptography but it may result 
in certain vulnerabilities. Although secure quantum 
communications will also depend on high-quality 

organisational coordination within governments,25 
and despite the currently low-levels of technological 
readiness in the domain, advances in quantum 
communication already promise to greatly diminish 
the risk of data hacking due to the extreme difficulty 
involved in tampering with qubits. Of course, in the 
future it may also be possible to manipulate qubits 
in order to hack digital systems but the assumption 
today is that quantum computing may revolutionise 
communications and cryptography.

On the face of it then, quantum computing could 
be an advantage for military services but there are 
also potential risks. If it is assumed that quantum 
communication will greatly reduce the risk of remote 
hacking, then physical infrastructure may become 

more of a target for military actors 
– quantum communications would 
still rely on physical infrastructure. 
‘Quantum links’ are already being 
developed today and China has 
established an almost 2,000 km 
land-based quantum link between 
Beijing and Shanghai. Such a feature 
of the digital age is likely decades 
away for most countries, of course. 

In addition, critical infrastructure protection requires 
by its very nature close cooperation between military 
actors and civilian bodies and private actors – so a 
solely military solution to the protection of Europe’s 
quantum infrastructure is unrealistic. Nevertheless, 
we should ask whether comparable future quantum 
links on the European mainland would be considered 
military targets by potential adversaries, and, if so, we 
should think about how we would protect them and 
other digital infrastructures.

As far-fetched as this example may seem, it highlights 
the need for European policymakers and defence 
planners to develop an effective Critical Infrastructure 
Protection (CIP) strategy that deals with the 
false dichotomy between ‘virtual’ and ‘physical’ 
infrastructure. Given that the European Commission 
plans to release its proposal for additional measures 
on the CIP Directive (2008/114/EC) at the end of 2020, 
there could be a mutual opportunity for policymakers 
and defence planners to better understand the 
military aspects of CIP, especially with regard to 
digital infrastructure. Defence planners already 
have experience with CIP, as can be seen by military 
strategies to protect the global web of undersea cables 
that sustain the Internet and digital networks. While 
fibre optic undersea cables have existed since the late 
1980s, defence planners increasingly recognise that 
damaged energy supply lines and/or undersea cables 
can disrupt military communications, potentially 
knocking out C2 networks and strategic weapons 
systems plus early-warning systems.26 The EU is 
already developing capabilities for maritime CIP: for 
example, five PESCO maritime projects specifically 
address undersea surveillance and protection.27

Europe’s armed 
forces have to 

contend with greater 
digital connectivity, 
congestion and uptake. 
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Beyond the need to secure critical infrastructure, 
Europe’s armed forces also have to contend with 
greater digital connectivity, congestion and uptake. 
Digital technology is proliferating at ever faster rates. 
If, as one report claims, it took 50 million people 75 
years to use the telephone but only four years for this 
same amount to use the internet, then the risk that 
adversaries will beat European militaries to unlocking 
innovative ways of using digital technologies is 
potentially high.28 Of course, cyber defence is one way 
of managing the risks associated with the proliferation 
and connectivity of digital technologies, but any 
lasting solution must go beyond this. One could argue 
that defence planners need to maintain analogue 
systems in order to ensure a minimum operational 
capacity in case of digital ‘blackouts’ or electromagnetic 
disruptions. Most military-applicable components 
like microchips and processes already require a 
digital-analogue mix for signals and communication 
and European manufacturers are already producing 
these types of components with the EU’s support.29 
Despite this, there is a strong case for drawing up 
scenarios to test how Europe’s militaries could operate 
with ‘analogue only’ technologies in digitally 
compromised theatres.

With the creation of the European 
Defence Fund (EDF), and work 
towards a ‘strategic compass’ 
in 2020, there is an opportunity 
to better understand and exploit 
defence-relevant disruptive 
technologies. One could argue that 
the EU already has this system in place with the CDP 
and the Commission’s work programme planning 
under the EDF, and indeed these initiatives already 
flag needs and shortfalls in areas such as cyber 
defence and information superiority. Bodies like the 
European Defence Agency (EDA) have also invested 
time in exploratory studies on how Big Data might 
affect the defence sector.30 Moreover, the Agency is 
developing the Overarching Strategic Research Agenda 
(OSRA), which could help better link the Research and 
Technology (R&T) priorities and interests of member 
states with the digital-enabled capabilities that the 
EU requires. Commission officials at DG Defence 
Industry and Space (DG DEFIS) are looking at ways 
to better coordinate defence research investments 
with existing civilian research programmes (Horizon 
Europe). The Commission also dedicated €7.5 million 
under the Preparatory Action on Defence Research 
(PADR) for emerging technologies such as quantum 
technologies in 2019.31

Yet although such efforts are important, there is no EU 
strategy today designed to understand how Europe’s 
armed forces could use such technologies nor how 
they would counter their use by adversaries. Thus, 
what is required is less a systemic identification of 
capability gaps or disruptive technology areas and 

more of a continuous scenario-based process that 
allows defence planners to assess the benefits and 
risks posed by each digital technology or system. For 
example, advances in 3D printing, nanotechnologies 
and digital sensoring have already led to the creation 
of microelectromechanical systems (MEMS) – or 
microscopic wireless devices fitted with cameras 
and sensors that are only the size of a grain of sand. 
When deployed in their hundreds, these ‘smart dust’ 
particles could be used to provide a stealth analysis of 
a geographical area. Many policymakers and defence 
planners in Europe would not even know that MEMS 
exist, let alone have a strategic response to how such 
technologies could be used or how Europe’s militaries 
would counter them.

Yet defence planners are likely to be increasingly 
dependent on solutions for ‘digital autonomy’ 
outside of the military domain. In reality, any debate 
about the digitalisation of defence must include a 
discussion about how defence acquisition processes 
should adapt to digitalisation. Indeed, there is a 
debate underway about whether digitally-supported 
systems such as autonomous weapons could one day 

replace traditional platforms such as 
submarines, jet aircraft or aircraft 
carriers. Furthermore, digitalisation 
in defence will require sensitive 
discussions about technological 
sovereignty and how far Europe’s 
militaries should be dependent 
on private, non-EU providers for, 
say, cloud computing. Europe’s 

defence planners need to reflect on whether uploading 
military-sensitive data to unsecure cloud services 
is wise, and, as the latest EU strategy on data states, 
there is a need to ensure that data is not accumulated 
into large concentrations by any single firm because it 
could affect market competition and security. In this 
regard, it is instructive to know that in 2019 US firms 
held about 70% of the global $96 billion cloud market, 
with providers from China making up 7%.32 This 
‘cloud concentration’ could lead to questions about 
data usage rights and, in the most extreme case, could 
possibly reduce the military’s access to their own 
information sources.33

This is not to say that Europe’s armed forces should 
sit back and wait for industrialists to develop safer 
digital services, even if these civilian actors have a 
better knowledge of digital ‘state of the art’ and ‘art 
of the possible’. For example, it is likely that the issue 
of digital standardisation and data interoperability 
will increasingly weigh on European armed forces’ 
abilities to deploy together. The dilemma is three-fold. 
First, data collection, storage and usage differs 
between different branches of the military in a number 
of European states. Second, data usage and sharing 
between European militaries is under-utilised or even 
non-existent in many cases. Third, European armed 

Europe cannot 
become a ‘digital 

power’ on the back of 
under-investment.
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forces cannot depend on reliable access to data sources 
developed in the civilian sector (e.g. think of the masses 
of data generated by border agencies, development 
agencies or even gendarmerie forces). Although the 
ability to insure data interoperability will rely on secure 
technological solutions, Europe’s defence ministries 
and armed forces should reflect on the legal, security 
and policy processes they would need to develop to 
manage any future ‘European military cloud service’.

DIGITAL POWER EUROPE?
It has been shown that the advances in digital tech-
nologies such as quantum computing are not fully un-
derstood by the defence sector and Europe needs to be 
realistic about how these technological advances can 
benefit EU security and defence. European defence 
planners and policymakers must acknowledge that 
digital technologies will create vulnerabilities, as well 
as opportunities for Europe’s armed forces. EU insti-
tutions and mechanisms can assist European armed 
forces’ transition to digitalisation, but the reality is 
that Europe’s military bureaucracies need to change 
from within and digital technologies can only go so far 
in helping with leadership and decision-making is-
sues. This Brief has shown that there are limits to the 
benefits of digitalisation in defence, even if the vul-
nerabilities posed by digital technologies will require 
defence planners at the national and EU levels to con-
sider what more they can do to improve the resilience 
of Europe’s military computer networks and systems, 
plus Europe’s digital infrastructure more broadly.

There are, however, some immediate (if modest) steps 
that could be taken by the EU. First, while statistical 
databases such as Eurostat generate data indicators 
for digitalisation in the wider EU economy, there is 
today no concrete data picture for the digitalisation of 

Europe’s armed forces. This is not a call for a publicly 
accessible database, but digital indicators could form 
part of the reporting phase of the Coordinated Annual 
Review on Defence (CARD). Second, even if an ‘EU 
digital military cloud’ project would be attractive, 
there is no need for a specific PESCO project on digital 
technologies as many already address (if at times only 
indirectly) digitalisation. There is also no need to open 
up the 20 PESCO binding commitments to make room 
for a specific commitment on defence digitalisation 
because certain commitments already call for 
operational readiness and interoperability. Instead 
of projects and commitments, reporting on national 
defence digitalisation strategies and initiatives in the 
PESCO National Implementation Plans (NIPs), which 
ministries of defence submit each year to show how 
they are meeting the binding commitments, could be 
encouraged. By filling in the EU’s statistical gaps on 
defence digitalisation, capability shortfalls can be also 
identified. 

The Commission also has to play a role in the 
digitalisation of European defence. Steps to reduce 
barriers to data exchanges across EU member states 
should benefit defence planners, and enhanced 
digital standardisation could help improve the digital 
interoperability of Europe’s militaries. Yet, in time, the 
creation of a ‘common European defence data space’ 
could capitalise on the Commission’s broader civil 
digital initiatives, as well as address the specific needs 
of defence. Indeed, the 2020 European strategy for 
data alludes to nine sectoral ‘data spaces’ for industry, 
the Green Deal, mobility, health, finance, energy, 
agriculture, public administration and skills.34 These 
‘data spaces’ are supposed to make data management 
and utilisation easier across the Single Market and 
so it is not too difficult to see the relevance of such 
spaces for defence. Notwithstanding the specificities 
of defence, a ‘common defence data space’ could be 
developed to help reduce procurement, equipment and 
personnel costs across the EU, for instance, and other 
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data spaces could feed this process (e.g. the energy data 
space could be utilised to reduce the environmental 
damages caused by defence).

Of course, such policy recommendations can be 
criticised for proverbially ‘beating around the bush’. 
What is more, they could be accused of adding another 
layer of reporting obligations under PESCO or naively 
overlooking the political sensitivities involved in 
talking about defence and digitalisation in the same 
breath. This may all be true. However, if Europe’s 
armed forces are not to lose technological ground to 
adversaries then they need to stay ahead of the digital 
curve. Today, we hear a lot about the need for Europe 
to be a geopolitical player that is not only conversant in 
the language of power but technologically sovereign, 
too. Yet the gap between rhetoric and reality is far 
too large. Europe cannot become a ‘digital power’ on 
the back of under-investment in national defence 
Research and development (R&D) or the Multi-annual 
Financial Framework (MFF), and neither can it really 
thrive if it is wholly dependent on non-EU digital 
technologies. Without a strong political and financial 
commitment to digitalisation and defence, EU member 
states can only ever hope to be ‘digital dwarfs’.
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